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• Support national economic trade
• Make a profit
• Involve international, national, local, and 

private stakeholders
• Assess all risks in port and harbor 

operations: Safety, Security, Health, and 
Sustainability (including environment)
– Counter an intelligent, resourceful, adaptive 

adversaries
• Spend risk management funds wisely 
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Decision analysis has 3+ decades of successful 
applications in private and public sector.



Cumulative Cost

C
um

ul
at

iv
e 

S
ec

ur
ity

 v
al

ue

Illustrative Cost-Benefit AnalysisIllustrative Cost-Benefit Analysis

“Today”

Require additional
funding

Require better
alternatives



OperationalOperationalOperational
• Port Operators
• Port Security
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• Rail/Truck (ground 
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• Fire Brigade/Emergency 
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• Coast Guard
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• Military
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• Safety
• Public Health
• Security
• Sustainability

– Social Issues
– Environmental Protection
– Economic Issues

• Political Concerns
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Example Alternatives Example Alternatives 

Different timing of 
the project

Building a new pierConsider detailsProject

Upgrading refinery 
and 
transportation 
facilities

Upgrading refinery 
facilities

Look for different options 
within given sector of 
knowledge, be specific

Program 

Port relocationPort reconstructionLook for different options 
within given sector of 
knowledge

Plan

Implement strict 
safety 
regulations

Increase tax rate

Railway transport of 
goods

Marine transport of 
goods

Look for wider policy option, 
utilize interdisciplinary 
approach

Policy

Generated 
alternative 

Initial alternative

ExamplesPhilosophy for 
generating 
alternatives

Scale of 
considerations
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Two small watercraft enter the wet dock of 
the harbour undetected, where storage 
of chlorine (20 tons) is located. Major 
metropolitan area located 3 km from 
the chlorine storage in the harbour. 
Two boats increase probability of 
success; each boat transports 1 ton of 
explosive material, assumed to cause 
total loss of containment of the 
chlorine. Employees within a 200 m 
radius are dead or injured, and the 
installation within a 130 m radius are 
destroyed, even the alarm system with 
the sirens.

Two small watercraft enter the wet dock of 
the harbour undetected, where storage 
of chlorine (20 tons) is located. Major 
metropolitan area located 3 km from 
the chlorine storage in the harbour. 
Two boats increase probability of 
success; each boat transports 1 ton of 
explosive material, assumed to cause 
total loss of containment of the 
chlorine. Employees within a 200 m 
radius are dead or injured, and the 
installation within a 130 m radius are 
destroyed, even the alarm system with 
the sirens.



Problem Statements Problem Statements 
Example 3: How do we protect ports and harbors from 

terrorist attacks?

• Describing
• Choosing
• Ranking
• Assigning

Example 3: How do we protect ports and harbors from 
terrorist attacks?

• Describing
• Choosing
• Ranking
• Assigning



Problem Statements Problem Statements 
Example 3: How do we protect ports and harbors from 

terrorist attacks?

• Describing
– Identify scenarios of chief concern
– Identify current critical port vulnerabilities
– Identify port security alternatives
– Identify and assess consequences of security alternatives for 

each scenario
• Choosing
• Ranking
• Assigning

Example 3: How do we protect ports and harbors from 
terrorist attacks?

• Describing
– Identify scenarios of chief concern
– Identify current critical port vulnerabilities
– Identify port security alternatives
– Identify and assess consequences of security alternatives for 

each scenario
• Choosing
• Ranking
• Assigning



Problem Statements Problem Statements 
Example 3: How do we protect ports and harbors from 

terrorist attacks?

• Describing
• Choosing
• Ranking

– Rank security strategies according to a set of criteria
– With and without a priori preferences

• Assigning

Example 3: How do we protect ports and harbors from 
terrorist attacks?

• Describing
• Choosing
• Ranking

– Rank security strategies according to a set of criteria
– With and without a priori preferences

• Assigning



A Commonly-used MAVT 
Approach to Ranking Alternatives

A Commonly-used MAVT 
Approach to Ranking Alternatives

C1 C4C3C2

Overall Objective

w1 w2 w3 w4

Criteria

V(x)

x

Value fxns

Criteria weights
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– Assessment

– Management

– Communication

– Assessment
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Problems

Alternatives

Criteria

Weights

Synthesis

Decision

Decision Matrix

Evaluation

RA

MCDA
Feeds
PRA

MCDA
RA
Feeds
MCDA

How, in theory or practice, can RA, MCDA and 
AM improve the quality and acceptability of 

decisions? Adaptive
Management

Stakeholders
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• Identification of stakeholders and their objectives is 
critical

• Scenario choices are critical to understanding 
uncertainties.

• Many alternatives exist (security strategies and others)
• Decision Analysis offers a systematic methodology for 

integrating conflicting objectives, considering 
uncertainties, and evaluating complex alternatives

• Integration of Risk Assessment and Decision Analysis
• Using MCDA techniques for risk management at ports 

and harbors
• Developed case studies and practical applications
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